[Linux Quick References
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Current location

Is Shows contents of current director
Cd <directory name> Change director

ha ’
Sudo Super User do (what’s next)

Touch <filename> Creates a file, updates timestamps of existing file

Nano <filename> Create file & opens it in nano for you to edit

Vi <filename> Create file & opens it in Vi for you to edit

ype :ga and press <Enter> to exit Vim




My <filename>
<destinationDirectory>

Move file to...

Cp <filename>
<destinationDirectory>
<newFilename>

History

Ls-1

udo cp newfilel

html document

documents




ipa

Shows all network interfaces, IP addresses, link status,

ipr

ip-bra

Sudo ip address add n.n.n.n/n dev
<portname>

portname:

172.2.0.1, --172.28.120.190/ 20

Linux Server

172.28.120.180 / 20

Windows Server

172.2.100.1

Workstation

Sudo nano /etc/netplan/50-cloud-
init.yaml

Navigates to the permanent netplan editor.
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Adduser <username>

ip “testaccount (1007)'

unt
the default

Useradd <username>

Creates user account, but no prompts for password and

additional info. It doesn’t create a home directory either.
Ak . ]. . TV

account?

Logout Logs out
Sudo usermod -aG sudo Designate someone as a super user (sudo
<username> N

Sudo -u <username> <command>

Getent group sudo

ccount

Getent group <groupname>

‘roup
~ bubblefr testaccount




Su

Switch user
/ @hatchS1:™% su bubblefrog
ird.:

bubblefrog@hatchS1l: /homesgs11% _

Chown <newowner> <filename>

Change ownersh1 *Owner set takes precedence

count newfilel
‘newfilel': Operation not permitted

udo choun testaccount newfilel

Chmod <permissions> <filename>

Chmod 777 filename.sh

Change permissions

R=4,W=2,X=1

1% batch = owner, 2™ batch = group, last batch =
everyone else

sudo chmod 777 newfilel

Chmod <permissions> <filename>

Chmod rwxr-xr—filename.sh
Chmod u+x filename.sh
Chmod g-w filename.sh
Chmod a+r filename.sh

Change permissions

-TWXTWXITWX
u = owner

g = group

o = others
a=all

sudo chmor % newfilel
I New per == -w-, not

Sudo chmod o-x /usr/bin/passwd

root

Sudo passwd -1 <username>

Adds an ! to encrypted password to make it impossible
to 10 in

Sudo change -E 0 <username>

Sets expiry to epoch, which effectively disables the
account




Passwd -n <days> <username>

Passwd -n 1 ottoserver

1 bubblefrog

é that S an example of what it looks like

Chage -1 <username>

LlStS all exp 1rat10n setting

Chage -E <date><username>

Chage -d
<daysTilForcePwdChange>
<username>

Chage -d 0 ottoserver
Chage -d 90 ottoserver

aicall, Max pasord age
Days untﬂ force assword chan

< Force to change pwd at next login
< Forced to change pwd in 90 days

Passwd -x <days><username>

Passwd -x 90 ottoserver

Max1rnum password age

é Password expires in 90 days

Dpkg-reconfigure console-setup

Make linux server text larger
Prompt 1: enter

Prompt 2: enter

Prompt 3: enter (or experiment)
Prompt 4: terminusBold
Prompt 5: 16x32




Usermod -L <username>

Lock account

:™% sudo usermod -L bubblefr

Usermod -U <username>

Chage -m <days><username>

Chage -M <days><username>

Cat <filename>

do cat newfilel
you type “nano <filename:"

Head <filename>

#Incremental Ba

W variables

Tail <filename>

# Exit script s

Clear

Clears terminal screen
-11@8hatchs51:™%




Prints text to terminal
Hrh' "Hey linux guick

Echo "text"

) echo "What's up guys' » testfilel
Echo "text" > file.txt

'™t echo "Hi there"
Echo "text" >> file.txt @hatchs1: ™% .:.uu_iu:u cat testfi

Rm <filename>

Rm -r <directory> P -
ar file 'documents'?

Mkdir <directory>

léhééE
1@hatc
18hatc

Rmdir <directory>

Grep "text" <filename>

. Run full hackup first."




Grep -1 "text" .

Search recursively in directory (searches through
commands you have previously input by keyword)

Wc -1 <filename>

.sh

Sort <filename>

Df -h

Shows disk space usage
g df -h

Du -sh <directory>

du -sh Documents

k. Documents
gzll@dhatchs1: ™% _

Free -h




Top

Htop

Wget <url>

Download file from internet

.html

6-84-11




Curl <url>

Fetch data from URL

e content="t

Ping <ip/hostname>

Ss -tuln

LISTEN
chs1:™%

Shutdown now

Shuts down system immediately

Reboot Restarts system
Shows current user
11l@hatchS1:7% whoami
Whoami 11
11@hatch51: ™%
Shows how long system has been running
Uptime ' “% uptime

min, 1 user, load ave




